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Abstract: The communication security issue brought by smart substation is of great importance and should not be
ignored in backbone optical networks. To solve this problem, firstly, the communication security challenges faced by
optical networks in smart substation environment were analyzed, a signaling security optimization technique for op-
tical networks for smart substation services was proposed. A so-called light-weighted security signaling scheme was
designed to establish the end-to-end trusted connection. Under the environment of multi-domain communication ser-
vices in smart substation, evaluation simulation for the signaling interaction was conducted. Simulation results show
that the proposed approach can greatly enhance the security ability of multi-domain optical network with better per-
formance in term of connection success rate.
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